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Alignment with CEWA Requirements

This procedure operates within the requirements of the Catholic Education Western Australia (CEWA)
Information Stewardship Executive Directive, the CEWA Statutory Privacy Policy, the CEWA Code of Conduct, the
CEWA Artificial Intelligence Framework and other relevant CEWA policies, procedures and Director Instructions.
Where a CEWA requirement differs from this procedure, the applicable CEWA requirement takes precedence.

1. Purpose

St Anthony's School recognises that digital technologies are an important part of contemporary teaching,
learning, communication and everyday life.

The purpose of this procedure is to ensure that digital technologies are used safely, responsibly,
respectfully and ethically, while supporting students to develop the knowledge, skills and digital
citizenship required for their future.

This procedure applies to the use of school-owned and school-managed devices, school networks, online
platforms, applications and digital services. It also applies to personal devices when they are used for
school purposes.

2. Responsible and Respectful Use

Digital technologies at St Anthony's are primarily provided to support teaching, learning and school
operations.

All members of the school community are expected to:

e use digital technologies appropriately and for their intended purpose;

o follow teacher or staff instructions regarding technology use;

e communicate respectfully and appropriately online;

e treat others with the same dignity and respect online as they would in person;
e consider the impact of what they write, post, share or create;

e report inappropriate, unsafe or concerning online behaviour; and

e respect the digital work, accounts and property of others.

Digital technologies must not be used to bully, harass, threaten, embarrass, impersonate or deliberately
harm another person.

Students are expected to follow the Student Digital Technologies Acceptable Use Agreement.

3. Privacy and Personal Information

St Anthony's School handles information in accordance with CEWA's Information Stewardship Executive
Directive, CEWA Statutory Privacy Policy and other applicable CEWA requirements. CEWA information
must only be handled using approved technologies and providers.



Users must take reasonable steps to protect their own and others' personal information.

Students must not share personal information online without appropriate permission. This includes
information such as:

o full names;

e addresses;

e telephone numbers;

e passwords;

e photographs or videos;

e student or family information; and

e other information that could identify or disadvantage another person.

Staff must exercise particular care when storing, sharing or communicating student information and
should use school-approved systems for school information.

Photographs, video or audio recordings of students or staff must only be taken and shared for
appropriate school purposes and in accordance with school requirements and permissions.

4. Cybersecurity and Account Safety
All users have a responsibility to help protect school systems, devices and information.
Users must:

e keep passwords confidential;

e notshare accounts or login details;

e use appropriate password practices;

e lock orlog out of devices when required;

e only use approved applications and services;

e report lost or stolen devices promptly;

e report suspicious emails, links, pop-ups or other potential security threats; and
o follow school and CEWA cybersecurity requirements.

Users must not attempt to bypass school security systems, internet filtering or other access controls.

Any suspected cybersecurity or privacy incident should be reported to a staff member as soon as
possible.

5. Devices, Internet and Applications

School devices, networks, applications and digital services are provided primarily for educational and
legitimate school purposes.

All digital technologies used to handle CEWA information must comply with CEWA requirements and be
included on the relevant CEWA Approved Technologies and Approved Providers Lists. Staff must not
introduce or require students to use an unapproved application, platform or online service for school purposes.

Users are expected to:

o take reasonable care of devices;
e keep devices away from food and liquids;



o report damage, loss or faults promptly;

e use only school-approved applications and services;

e use school networks appropriately; and

o follow instructions regarding the use, storage and charging of devices.

Users must not deliberately damage devices, interfere with school networks, access another person's account, or
attempt to access inappropriate, illegal or unauthorised content.

The school may use appropriate filtering, device management and monitoring systems to support student safety,
cybersecurity and appropriate use of school technology.

6. Artificial Intelligence

St Anthony's School recognises that Artificial Intelligence (Al), including generative Al is an increasingly
important technology in education and society.

Artificial Intelligence (Al), including generative Al, must be used in accordance with the CEWA Artificial
Intelligence Framework, the CEWA Information Stewardship Executive Directive and any relevant school
requirements.

Students
Students may only use Al tools when directed or permitted by their teacher.
Students must:

e use Al to support learning rather than replace their own thinking;
o follow teacher instructions regarding acceptable Al use;

e acknowledge Al use where required;

e check Al-generated information for accuracy; and

e protect personal and confidential information.

Students must not use Al to complete work intended to demonstrate their own learning unless
specifically permitted by their teacher.

Al must not be used to create harmful, inappropriate, deceptive or bullying content, or to impersonate
another person.

Staff

Staff may use approved Al tools to support planning, teaching, learning and administrative tasks.

Staff remain responsible for reviewing and checking Al-generated content for accuracy, appropriateness,
bias and suitability.

Personal, confidential or sensitive student information must not be entered into Al tools unless the tool
has been approved by the school for that purpose.

Al does not replace professional judgement, particularly in relation to student wellbeing, assessment,
reporting or educational decision-making.



7. Copyright and Academic Integrity

Digital technologies must be used in a manner that respects copyright, intellectual property and
academic integrity.

Users must not:

e copy another person's work and present it as their own;

e plagiarise material obtained online;

e use digital technologies or Al to misrepresent another person's work as their own; or
e reproduce or distribute material inappropriately.

Students will be supported to understand how to appropriately acknowledge sources and distinguish
between their own work and material obtained or generated elsewhere.

8. Reporting and Consequences
Students and staff are encouraged to report concerns relating to:

e cyberbullying or inappropriate online behaviour;

e inappropriate or harmful content;

e privacy concerns;

e suspicious emails or cybersecurity threats;

e lost or stolen devices;

e unauthorised access; or

e inappropriate use of Al or other digital technologies.

Concerns should be reported to a teacher or school leader.

Breaches of this procedure may result in appropriate consequences in line with the school’s Behaviour
Management Procedure.

For students, this may include:

e discussion with the student;

e parent/carer notification;

e temporary restriction of technology access;
e behaviour consequences; and/or

e restorative action.

Serious breaches may be managed under other relevant school procedures and may be referred to CEWA
or appropriate authorities where required.

9. Review
Digital technologies and the associated risks and opportunities continue to develop rapidly.
This procedure will be reviewed regularly to ensure it remains relevant to:

e emerging technologies, including Artificial Intelligence;

e cybersecurity and online safety;

e educational practice;
e privacy requirements;



e CEWA expectations; and
e the needs of the St Anthony's School community.

The Digital Technologies Working Group will contribute to the review and recommend changes to
school leadership where appropriate.

Related Documents

o Student Digital Technologies Acceptable Use Agreement
e Behaviour Management Procedure

o Staff Code of Conduct

e Privacy requirements

e Child Protection requirements

e Assessment and Reporting procedures

e Relevant CEWA policies, procedures and guidelines



